Mobile Banking: Boost your Security
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We are very excited about having recently launched our own mobile banking app, Arbor Mobile. While there
are many security features in place to keep your accounts secure, consumers need to take their own steps to
stay safe. Remember that cell phones, especially smartphones, are like checkbooks—they should never be left
unattended and should be guarded at all times. Keep your personal information safe by adopting the following
practices.
1) Password-protect your phone. This is the simplest step you can take to protect your information.
Make sure to use a strong password that is not associated with any of your personal information.
2) Install Security Software. There are a number of companies which offer anti-virus, malware and
security software designed especially for cell phones. Make sure to download security software updates
as well.
3) Be aware of your activities on your phone. The same precautions you would take while on your home
computer apply to your cell phone. Double check URLs for accuracy, don’t open suspicious links, and
make sure a site is secure (https) before giving out any billing or personal information.
4) When installing an app, take the time to read the “small print”. Evaluate the information the app
requires access to, and consider if this information is necessary for it to function successfully. If you
cannot see a reason why the app should need this information, reconsider installing it.
5) Limit your activities while using public Wi-Fi. Try not to purchase things or access email while
using a public Wi-Fi zone. Public Wi-Fi hotspots are targeted by hackers since they can give the hacker
direct access to your mobile device. Your 3G network provider connection is much more secure.
6) Install a “phone finder” app. These apps are designed to help you find your phone if it becomes lost
or stolen.
7) Enroll in a backup / wiping program. There are programs available that will back up the information
on your smartphone to your home computer. Many of these services are also able to “wipe” your phone
if it is lost or stolen so that no data remains on the device itself. These services are available through
your phone’s manufacturer or through your wireless provider. iPhones have a built-in “wipe” feature
that will wipe the phone after 10 failed log-on attempts - make sure to turn yours on.
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